st Bac, pedsiTa,
00 uH(pOpPMAIIMOHHOK 0€30ITACHOCTH

HEJIb341

Bcem moapsim cooOmaTh CBOIO YacTHYIO WHGOpMAIWIo (HACTOSIINE WM,
dbamunuto, TenedoH, agpec, HOMEp IIKOJbI, a Takke (ororpaduu CBOW,
CBOEH CeMbH U Apy3eil);

2. OTKpbIBaTh BIIOKEHHBIE (Dailibl 3JEKTPOHHOW IOYTHI, KOIJAa HE 3HAEllb
OTIIPABUTEIIS;

3. I'pyOuth, npuaupaTbes, OKa3bIBaTh JaBICHUE — BECTH CEOsl HEBEXKIUBO U
arpecCuBHO;

4. He pacnopsokaiicss JeHbraMu TBOEH ceMbHU 0€3 pa3pelleHHs] CTapliuX —
BCETJIa CIIPAIIMBAN POAUTEIIEH;

5. He Bcrpeualica ¢ IHTEpHET-3HAKOMBIMU B PEATIBHOMN KU3HH - ITOCOBETYHCS
CO B3pPOCJIBIM, KOTOPOMY JOBEPSEIIb.

OCTOPOXHO

1. He Bce numyT mpaBay. Uutaems o cebe HenpaBny B MiHTEepHETE — cOo0OIIH
00 3TOM CBOMM POJUTEISIM UJIU ONEKYHAM;

2. IlpurnamaroT nepenuchiBaThCs, UrPaTh, OOMEHUBATHCS — MPOBEPh, HET JIH
IIOIBOXA;

3. Hesakonnoe xonupoBanue (aitioB B UHTepHETE — BOPOBCTBO;

4. Bcerna pacckasbiBail B3pOCIIbIM O poOieMax B CETH — OHHM BCETAa MOMOTYT;

5. Ucnonw3yi HacTpoiiku O€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE TIOTEPATH
CBOM aKKAayHTHI B COLICETSX U IPYTUX MOPTAIAX.

MOXHO

1. YBaxaii Ipyrux Iojab30BaTelei;

2. Ilonw3yeuibcss MHTEpHET-UCTOYHUKOM — €Al CCBIJIKY Ha HEro;

3. OTKpbIBail TONBKO T€ CCBUIKH, B KOTOPBIX YBEPEH;

4. OO6uaTbcs 3a MOMOIIBIO B3POCIBIM — POJIUTENHN, OTIEKYHbI U aIMUHUCTPAIUS
CalTOB BCET1a IOMOT'YT;

5. Ipoitnn obydenue Ha caiite «CeTeBHYOK» M MOJYYU MACTIOPT HU(PPOBOTO

rpaxxaanuHal



NudopmanuoHHas NnaMATKA IS 00y4aOMIUXCS AJI Pa3MelleHus Ha
opuuuanbHbix UHTEpHET-pEcypcax

Komn blIOMeEPHblLE BUPYCH

KoMmbroTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOrPaMM,
OTJIMYUTEIHLHON 0COOCHHOCTBIO KOTOPOU SIBJISIETCSI CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro ObLia
3almynieHa 3apaxkEéHHash mporpamMma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
OTEPAIOHHYI0 CUCTEMY CO BceMH (haiijiamu B 1efioM. B OOJNBIIMHCTBE CiIydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOIIBI 3allIUTBI OT BPCAOHOCHBIX IIPOIrpaMM:

1. Hcnosnb3yi  COBpPEMEHHBIE  OINEPAlMOHHBIE  CUCTEMBI, HMEIOLIUE
CEpBE3HBII YPOBEHB 3aIUThI OT BPEAOHOCHBIX TPOTPaMM;

2. IlocTtostHHO ycTaHaBiuMBail mna4YTH (LUUQPPOBBIE 3aAIUIaTKH, KOTOPbIE
ABTOMATUYECKU YCTaHABIMBAIOTCS C LENbI0 JOPAaOTKU MPOTpaMMbl) U
Ipyrue OOHOBJIEHUS CBOEH ONepalroOHHON cuctembl. CkauumBail HX
TOJIBKO ¢ odunmanbHOro cairta paszpadorunka OC. Eciaum cyimiectByeT
PEXHUM aBTOMaTHUECKOr0 OOHOBJICHHS, BKIIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIBIOTEpE IO TpaBaMU IMOJIH30OBATENS, a HE
aJMMUHUCTpAaTopa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEAOHOCHBIX
IPOrpaMM MHCTAJZIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4. Vcnionp3yld aHTUBHUPYCHBIE MPOTPAMMHBIE TMPOIYKTHl  HU3BECTHBIX
MIPOU3BOAUTEIIEH, C aBTOMATUYECKUM OOHOBJIEHUEM 0a3;

5. Orpanudb GU3NYECKHUI JOCTYI K KOMIBIOTEPY JIJIsl HOCTOPOHHUX JIMII;

6. Ucnonb3yil BHENIHUE HOCUTENIN MH(OpMAIUK, Takue Kak (hIemka, JUCK
WK (ailsl U3 UHTEPHETa, TOJIBKO U3 MPOGEPEHHBIX HICTOUYHUKOB;

7. He oTkpmiBail KoMmbIOTEpHBIC (DANIIBI, MOJYYCHHBIC U3 HEHAIEKHBIX
UCTOYHHUKOB. Jlaxke Te (aitipl, KOTOphIE MpUCTAT TBOW 3HAKOMBIH.
Jlyumie yTo4HM y HEro, OTIPABIISI JIM OH TeOe UX.

Cemu WI-FI

Wi-Fi - 310 He BuJ epenavn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIL OPEHI,
mapka. Eme B 1991 rony Humepianiackas KOMMaHHUS 3aperHCTpUpOBalia OpEHIT
«WECA», uro o0o3nauano cnoBocouertanue «Wireless Fidelity», kotopsbrit
NEPEBOIUTCS KaK «OeCrpOBOAHASI TOUHOCTDHY.

Jlo Hamiero BpeMeHu Aouuia Apyras abopeBuatypa, KOTopas sBIsieTcs TaKon
xKe TexHoyorued. Jto abbpeBuarypa «Wi-Fi». Takoe Ha3Banue ObLIO JTaHO C
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HAMEKOM Ha CTaHAapT BeICIIMK 3BykoBoW TexHuku Hi-Fi, yto B mepeBoxe
O3HAYacT «BBICOKAs TOYHOCTHY.

Jla, OecIiaTHBIM MHTEPHET-AOCTYI B Kade, OTEIIX U adpoIopTax sSBIISICTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrME 3KCHEpThl CUMTAIOT,
yto obmienocTynHsie Wi-Fi ceTr He SIBISIIOTCS 0€30aCHBIMH.

CoBeTslI 110 0€30mMacHOCTH paboTe B 00menoCTymHBIX ceTsx Wi-fi:

1. He nepenaBaii cBOrO JIMuHYI0 WH(MOpPMAIUIO Yepe3 o0meaocTynHbie Wi-
Fi cetu. PaGotas B HuX, KelaTeIbHO HE BBOJAMUTH MApOJU JIOCTYIIA,
JIOTHHBI U KAKHE-TO HOMEPA;

2. Ucnonw3yit u OOHOBJISH aHTUBHPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPycCa Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3zoBanun Wi-Fi oTkmoun ¢QyHkmuto «OO0mmii moctynm K
daiinam u npuHTepam». JlaHHass (QyHKUMS 3aKpbiTa O YMOJIYAHMIO,
OJIHAKO HEKOTOphI€ TMOJIb30BATENM aKTUBUPYIOT €€ s ynoOcTBa
HCIIOJb30BaHuUs B paboTe WiM yueoe;

4. He wucnons3yil nyommunbii WI-FI qns mepegaud JNHYHBIX JaHHBIX,
HaIlpuMep JUIs BBIXO/Ia B COLMAIBHBIE CETH WM B JIIEKTPOHHYIO MTOYTY;

5. HNnonw3yil ToJbKO 3amuiieHHoe coequHenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOM UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun (yHkiuio «Iloakmoyenne k Wi-Fi
aBTomMathueckn». He gomyckalli aBTOMAaTHYECKOrO MOJKIHOYCHUS
ycTpoiicTBa Kk ceTssMm Wi-Fi 6e3 TBoero cormacusi.

COMMCUle ble cemu

ConnanbHbIC CETH aKTUBHO BXOJISAT B HAIIly *KHU3Hb, MHOTHE JIFOJIM pabOTalOT
1 JKUBYT TaM IOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MuIIIMap] 4YEIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MMOHMMAIOT, YTO MH(OpMalms, pa3MelieHHAas UMH B COITMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIMOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
OJIaruMU HaMEPEHUSIMHU.

OCHOBHBIE COBETHI IT0 0€301IaCHOCTH B COIIMaJIBHBIX CCTAX:

1. Orpanuub cnucok Japy3eil. Y Te0s B JApy3bsSX HE [OJDKHO OBITh
CIIy4alHBIX U HE3HAKOMBIX JIFOJEH;

2. 3ammmiail cBOIO YacTHYIO Xu3Hb. He ykaspiBail mapoiiu, TeiaegoHBI,
ajpeca, JaTy TBOErO POXICHUS U JAPYryw JIMYHYIO HH(QOpMAIHUIO.
370yMBIIIJIEHHUKN MOTYT MCIOJb30BaTh Jaxe MH(MOpPMALMIO O TOM, Kak
Thl U TBOU POJUTENH IUIAHUPYETE NPOBECTU KAHUKYJIbI;
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3. 3ammmiail cBOIO pemyTanuio - JEpKW ee B YUCTOTE W 3aj1aBail cebe
BONPOC: XOTeNA OBl Thl, YTOOBI JApPYTue IOJb30BATENN BHUJEIH, YTO ThI
3arpyxaems? [logymaii, mpexie yeM 4yTo-To ONyOJMKOBaTh, HAIUCATh U
3arpy3uTh;

4. Eciu Tbl TOBOPHILB C JIFOJIBMH, KOTOPBIX HE 3HACLIb, HE MCIOJB3YH CBOE
peanbHOE UMl M IPYTYIO JIMYHYIO HH(OPMALUU: UM, MECTO KUTEIBCTBA,
MECTO y4eObl U IPOYEE;

5. Uzberaii pazmenienust ¢potorpaduii B MiaTepHere, r1e Thl n300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEJAEIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpani B COLMAIBHOW CETH HEOOXOJUMO HCIIOJIb30BAThH
CJIO’KHBIE MTapOJIH, COCTOSIIIME U3 OyKB M LU(P U C KOJIMYECTBOM 3HAKOB
HE MeHee §;

7. Jlng  couuaibHOW CeTH, NOYThl W JPYrMX CalTOB HEOOXOIHUMO
UCIOJb30BaTh pa3Hble maponu. Torga ecau TeOsS B3JIOMAKOT, TO
3JIOYMBIIUICHHUKH ITOJIy4aT AOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE

cpasy.

3Jl€KI7/IDOHHbl€ oerveu

QHGKTPOHHBIC AJCHBI'H — 3TO OYCHb y,ZIO6HBIﬁ CI10c00 HHaTe)Keﬁ, OJHAaKO
CyYmCCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IIOJIYYUTD 9TH ACHBI'U.

SHCKTpOHHBIe AJCHBI'M ITIOABHUJINCH COBCCM HCJaBHO M MMCHHO HM3-3a 5TOI'O BO
MHOTUX IroCyaapCTBax J0 CUX IMOP HC MMPOIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKITMOHMPYIOT M O HUX YK€ IIPOMHUCAHO B 3aKOHE, T
WX Pa3JeisIiOT Ha HECKOJIbKO BHJIOB — aHOHUMHBIC M HE aHOHMMHBIC. Pa3zHuia B
TOM, YTO aHOHMMHBIC - ATO T€, B KOTOPBIX pa3pelmraeTcs MPOBOAUTE Oneparu 0e3
UACHTU(UKAIINY TI0JIb30BaTEIIs, a B HEAHOHUMHBIX HICHTH(DHUKAIINN TTOTH30BATEISA
SIBJISIETCS 00S3aTEIBLHOM.

Taxke crnemyeT pas3nuyaTh DJJIEKTPOHHBIE (uaTHBIE ACHBIU (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHBIE HedUaTHBIE JCHBIU (HE PaBHBI
roCyJJapCTBEHHBIM BaIIOTAM).

OCHOBHBIE COBETHI IO 0€30TIaCHOM padOTe C AICKTPOHHBIMU JICHBIAMU:

1. IlpuBsixu K cueTty MOOWIBHBIM TenedoH. DTO camblii yAOOHBIM H
OBICTPBIN CIOCOO BOCCTAHOBUTH AOCTYN K cuety. [IpuBsizannabiii TenedoH
MMOMOJKET, €Clid 3a0y/ellb CBOW TJIATS)KHBIA Mapoib WU 3aiijielih Ha
CalT C HE3HAKOMOI'0 YCTPOMCTBA;

2. HUcnonw3yit oaHopazoBble maponu. [locne mepexona Ha YCHUIICHHYIO
aBTOpHU3ALIMIO TeOe yke He OyaeT yrpokaTh ONAaCHOCTb KPaXH WM
nepexBaTta IJIaTeXHOro mapois;
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3.

4.

Bribepu cnoxxublii mapois. [IpectynHukam OyaeTr He MpOCTO yraiaTh
CIIOKHBIA Mapoib. HanexxHele mapoiaum — 3TO MapoJid, KOTOpBIE
colepaT He MeHee § 3HAaKOB W BKJIIOYAIOT B ce0s CTPOYHBIE H
HNponucHble OYKBBI, HU(PHI U HECKOJIBKO CHUMBOJIOB, TaKME KakK 3HaK
nojnapa, gyHTa, BOCKIMLIATENbHbIN 3HaK U T.1. Hanpumep, $tROng!;;
He BBOAM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSICILIb.

QJZGKWZDOHHCZ}Z noumda

DNEeKTPOHHAs 10YTa — HTO TEXHOJIOTHUS U MPEAOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOIYYEHHIO IEKTPOHHBIX COOOIIEHUMN, KOTOPbIE paclpeAesatoTcs B
KOMIBIOTEpHOM ceTu. OOBIYHO 5SJEKTPOHHBIM MOYTOBBIA SIIUK BBITJISIAUT
CJIEYIOIUM 00pa30oM: UMsI_I0JIb30BATENA(@UMs_JIoMeHa. Takke KpoMme nepeiauu
IPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIEpEIaBaTh (pailiibl.

OCHOBHBIE COBETHI 110 OE30MAaCHOM pabOTE C IEKTPOHHOM MOUTOM:

1.

Hano BbIOpaTh mNpaBUIIBHBINA MOYTOBBIA CEpBUC. B HHTEpHETE ecTh
OTPOMHBIM BBIOOp OECIJIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4Ile
NOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBbIM B PEUTUHIE;

He yxa3piBaii B InuHO# mouTe nunyto uHdopmaruio. Hampumep, mydie
BBIOPATh «MY3bIKaJIbHBIN _(panaT@» uim «pok2013» BmecTo «temal3»;
Hcnonp3yil ABYX3TanmHyX aBTOPU3ALMIO. JTO KOrAa MOMHMO IapoJIs
HY>KHO BBOJUTH KOJI, MPpUCBUIAaEMbIN 110 SMS;

BriOepu croxubIit maponb. JJisi KaXI0ro MOYTOBOTO SIMUKA JOJDKEH
OBITH CBOM HAJIC)KHBIN, YCTOWYUBBIN K B3JIOMY TapOJIb;

Ecmu ectp BO3MOXHOCTH HalKMCaThb CaMOMY CBOM JIMYHBIM BOIPOC,
UCIIOJIb3YH 3Ty BO3MOXKHOCTB;

Hcrnonb3yld HECKOJIBKO IOYTOBBIX SIIUKOB. [lepBhI 1yt 4acTHOM
NEPENUCKU C agpecaTamMH, KOTOPBIM Thl JOBEPSACIIb. JTO 3JIEKTPOHHBIN
aZipec He HAJ0 UCIIOIb30BATh MIPU PETUCTPALIMU HAa (popyMax U CalTax;
He otkpeiBaii ¢aiinbl U Ipyrue BIOKEHHS] B MUCbMax JaXke €ClId OHU
OPULUIM OT TBOMX Apy3€H. Jlydile yTO4HM y HUX, OTHPABISIIM JIM OHU
Tebe 3TH (pailibl;

[locne oxoH4yaHWsi pabOTHl Ha IMOYTOBOM CEPBUCE MeEpe]l 3aKPbITUEM
BKJIQJIKU C CAUTOM HE 3a0y]ib HaKaTh Ha «BBIATIY.

Kubepoyiiune unu eupmyaibHoe u30esameibCmeo

KubepOymummHr —  mpeclieioBaHWE  COOOIECHUSIMHU,  COAEp KaIIUMU
OCKOpOIIeHMS, arpeccHio, 3aIyTUBAHKE; XYJIHUTaHCTBO; colMagbHOe
OOHKOTHPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI 110 00pbOE C KHOSPOYIITUHTOM:
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1. He Opocatics B 60#. Jlyummii ctoco6: MOCOBETOBATHCS KaK ce0s BECTH H,
€CJIM HEeT TOro, K KOMy MOKHO OOpaTUTBhCS, TO BHa4yajle yCIIOKOUTHCS.
Eciu Thl HauHelmb OTBEYaThb OCKOPOJEHMAMHM Ha OCKOPOJEHHS, TO
TOJIBKO €I11€ OOJIbILIE PA30KKEIIb KOHDIUKT;

2. YmpaBnusiii cBoelt kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTH MHUMasA. CyIeCTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XYyJUTIaHCKUU 00Opa3 BHPTyaIbHOW XU3HU. VHTEpHET
¢ukcupyeT Bce TBOM [EWUCTBUSA W COXpaHICT HUX. YIalIUTh UX OydeT
KpalHe 3aTpyIHUTEIBHO;

5. Coburonaii CBOM BUPTYaIbHYIO YECTh CMOJIOAY;

6. Urnopupyilt enunnuHbiii HeraTuB. (OJIHOpPA30BblE OCKOPOUTENIbHBIE
COO0O0ILIeHus JTy4llle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpalaercss Ha
HayaJIbHOM CTaJuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOLICHUSIMU, B
COLIMAIBHBIX  CETAX €CTh BO3MOXXHOCTb OJIOKUPOBKH  OTIIPABKH
COOOIICHUI C ONPEIENIEHHBIX aIPECOB;

8. Ecnu ThI cBUAETEND KHOEPOYIUIMHTA. TBOM AEHCTBUA: BBICTYIIUTh TPOTHB
npeciieoBaTeNsl, I0Ka3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS
HEraTHUBHO, NOJJEPKATh KEPTBY, KOTOPOM HY)KHa IICHXOJIOTMYECKast
MIOMOILIb, COOOUIUTH B3POCIBIM O (PAKTE arpeCCUBHOIO MOBEICHUS B CETH.

MobunvHoviti menedon

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPIKAT B ceOe BIIOIHE B3POCIbII
GyHKIIMOHAT, U TEmepb OHU MOTYT KOHKYpPUpPOBAaTh CO CTallMOHAPHBIMU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUTHI IS IMOJJOOHBIX YCTPOMCTB MOKA OYEHD
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJAUT HE Tak
WHTEeHCHBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHUT.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ TPaKTHYECKH JIOTHAIH
HACTOJIbHBIE AHAJOTH, OJIHAKO pacHiMpeHue (QyHKIMOHAma BIeYeT 3a CcoOoM
OOJBIITYIO CIIO)KHOCTH Y MEHBIITYIO 3aIUIIIEHHOCTD.

Jlanexo He Bce MPOU3BOAMUTENN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIHNEC
KPUTHYECKHE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

1. Huyero He SIBISETCS MO-HACTOSIIEMY OCCIUIATHBIM. byab OCTOpOXEH,
Bellb Korja Tebe mpejiararoT OeCIuIaTHbI KOHTEHT, B HEM MOTYT OBbITh
CKPBITHI KAKHE-TO TJIATHBIC YCITYTH;

2. Jlymaii, mpexxae 4yem oTnpaBuTh SMS, ¢oto wnu Buaeo. Thl TOYHO

3HaeIlb, I/Ie OHU OyAyT B KOHEYHOM UTOTE?

Heo6xo1umMo 0OHOBIIATH OMEPaIlMOHHYIO CHCTEMY TBOETO cMapTQoHa;

4. Vcnions3yih aHTUBUPYCHBIE IPOTrPaMMBI SISl MOOMIIBHBIX Tee()OHOB;

w
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5. He 3arpy:xaii mpuiIokeHHs OT HEU3BECTHOT'O UCTOYHUKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPaMMHOE 00eCTICUCHHUE;

6. [locme Toro Kkak THI BBIAACHIbP C caiTa, TJAE BBOAWI JIMYHYIO
uH(opMaIuio, 3aiM B HACTPOIKK Opay3epa 1 yaaiu cookies;

7. Ilepuoawueckn TpoBepsiii KakuWe IUIATHBIE YCIYyTH aKTHBHPOBAHBI Ha
TBOEM HOMEPE;

8. Mamaii cBoii HOMEp MOOMIBHOTO Tene(oHa TOJIBKO JIOIAM, KOTOPBIX ThI
3HAeIIb U KOMY JIOBEpSICIIIb;

9. Bluetooth nomken ObITH BBIKIIIOUEH, KOTJa Thl UM HE MoOjb3yenibes. He
3a0bIBail MHOTIa IPOBEPSITH 3TO.

Online uepwi
CoBpeMEHHBIE  OHJAWH-UTPBI — OTO KpPAacOYHBIC, 3aXBaTHIBAIOIINE

pa3BiieyeHus, OOBEAUHSIONIME COTHH ThICSY YEJIOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JTaHHBIA UM MHp, OOIIAIOTCS APYr C JPYIOM, BBIMOJHSIOT 3aJaHus,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a yJOBOJIbCTBUE OHM IUIATST:
MOKYNAaloT JUCK, OTNIAYMBAIOT aDOHEMEHT WJIM NPUOOPETAIOT KAKHE-TO OILIMH.

Bce aTi cpeacTBa uayT Ha NojAepKaHUE U Pa3BUTHE UTPbI, a TAKXKE HA CaMy
0€3011aCHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIE
naTuu (IUQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B momoGHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHHUKOB,
CKOJIbKO Kpa)XXM TBOEro MapoJjs, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OCHOBHBIEC COBETHI IT0 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecau npyroii urpok Benet ceds MIoXo WM co3AaeT Te0e HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyica aaMUHHUCTpATOpaM UIPbl HA IUIOXOE€ ITOBEIEHUE OTOrO

WUTPOKA, JKEJIATEIbHO MPUIIOKUTh KaKHe-TO JO0Ka3aTelbCTBA B BHJIEC

CKpHHOB;

He yxa3biBail 1nunyto nHpopmMaIuio B npodaiine urpbl;

YBaxkail Ipyrux y4aCTHUKOB 10 UTPE;

He ycranaBnuBail HeopumanbHble MaTYU U MOJIbI;

Hcnonb3yii CIIO)KHBIE U pa3HbIE MAPOJIH;

Jlaxxe BO BpeMs WIPbl HE CTOUT OTKIKOYaTh aHTuUBUpYyC. [loka TbI

UTpACIllb, TBOM KOMITBIOTEP MOTYT 3apa3UTh.

No kW

Duiune unu Kpaica IuyHbIX OaHHbIX

OOBIYHOM Kpaxeil JeHeT U TOKyMEHTOB CETOJHS YK€ HUKOTO He ynuBHIIIIb,
HO C pAa3sBUTHEM HMHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA IEPEMECTUINCH B
UHTEPHET, U MPOJOHKAIOT 3aHUMATHCS «TFOOMMBIMY JIETIOM.
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Tak mosBUIach HOBasl yrpo3a: WHTEPHET-MOIICHHHYECTBA WM (DUIIVHT,
rJIaBHAs IEJh KOTOPOTO COCTOUT B TONYYCHHH KOH(DHIICHIIMANBHBIX JaHHBIX
MI0JIb30BaTeNIe — JIOTWHOB W mapoiiei. Ha anrnmiickoM si3bike phishing unraercs
kak ummHr (0T fishing — prIOHas J10BIIA, password — mapoJib).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenm 3a cBoMM akkayHTOM. Ecim ThI MOj03peBaciib, 9TO TBOS aHKETa
Obla B3JIOMaHa, TO HEOOXOAMMO 3a0JOKMPOBATh €€ U COOOLIUTH
aIMUHUCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEe;

2. Ucnonw3yit 6e3omacHbie BeO-CalThl, B TOM YHCIJIE, HHTEPHET-Mara3uHoB
U TIOUCKOBBIX CHUCTEM;

3. Ucnonw3yit cioxHble W pa3Hble Mapoiid. Takum oOpa3om, eciud Teds
B3JIOMAIOT, TO 3JIOYMBINIJIEHHUKH TOJyYaT IOCTYN TOJBKO K OJHOMY
TBOEMY IPO(DUITIO B CETH, & HE KO BCEM;

4. Ecnn TeOs B3IOMaA, TO HEOOXOAMMO TPEIYIPEIAUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABJIEHBI y T€OS B NIPy3bsAX, O TOM, YTO TeOs
B3JIOMAJIM M, BO3MOYKHO, OT TBOETO MMCHH OyJET pacChUIaThCSA CIaM U
CCBUIKHM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HanexHbIi napoiib (PIN) Ha MoOUIBHBIN TenedoH;

OTkJTrour coXpaHeHue nmapodisi B Opaysepe;

7. He otkpwiBaii (haiimel U JIpyrue BIOKEHHsS] B MUCHhMax JaXke €ClIU OHU
MPUIILTA OT TBOWX JApy3el. Jlydime yTo4HW y HHX, OTHPABJISUIA JTH OHHU
Tebe 3TH (ailibl.

o

Lugposas penymayus

[MudpoBas penyramus - 3TO HETaTUBHAS WM MO3UTUBHAs WH(MOpMAIUs B
cetu o Tebe. Kommpomerupyromass uHbopmaius pa3MelieHHas B HUHTEPHETE
MOKET CEPhE3HBIM 00pa30M OTPA3UThCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOH UMHJIK, KOTOPBINA hopMHUpyeTCcss U3 UHPopManuu o Tede B
UHTEpHETE.

TBoe MecTO JKHMTEJIbCTBA, YueObl, TBO€ (DUHAHCOBOE TOJIOKEHHUE,
O0COOCHHOCTH XapaKTepa M paccKasbl 0 OJIM3KUX — BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue noApOCTKHA JETKOMBICIEHHO OTHOCSTCS K MyOJIMKaUUU JUYHOU
uHpopmanuu B MHTEepHETE, HE MOHKMMAsE BO3MOXKHBIX MociencTBuil. Tol naxe He
CMOXKEIIb OrafaThcs O TOM, 4TO (oTorpadus, pa3MeleHHas 5 JeT Hazaj, cTaia
MPUYUHON OTKAa3a MPUHATH T€Os Ha padoTy.

KommenTapuu, pazmenienre TBoux ¢ororpaduil U gpyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaK€ IIOCJE TOr0o, KaK Thl MX YJIalWIIb. [bl HE 3HACHIb, KTO
COXpaHWJ ATy HH(OpPMalMIO, ToMajga JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHWJIAach JIM OHA, a IVIAaBHOE: YTO MOAYMAalT O TeOE OKpY’Karollee JIIOJH,
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KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
000 — KaK U3 100phIX NOOYKIEHUH, TaK U C HAMEPEHUEM IPUUMHUTD Bpea. ITO
MOJKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI 10 3alIUTE HU(PPOBOM pemyTaluu:

1. Ilogymaii, mpexzae 4YeM 4To-TO IyOJIMKOBAaTh W IepefaBaTh y ceOs B
0JIore WIIM B COLMAILHOM CETH;

2. B mnacrtpoiikax npoduis yCTaHOBH OTPaHMYEHUS Ha MPOCMOTP TBOETO
npouiIst U €ro CONEPKUMOT0, ClIeail €ro TOJBKO «JUIsl Ipy3ei»;

3. He pa3memail u He yka3biBail HH(OPMALIKIO, KOTOpPask MOXKET KOro-1100
OCKOPOJISITH UM OOUKATh.

Aemopcxoe npaeo

COBpeMeHHBIe IMKOJBbHUKHN— AKTHUBHBIC IIOJB30BATCIIN I_[I/ICI)pOBOFO
IIpOCTPaHCTBA. O,Z[HaKO JaJICKO HC BCC 3HAIKOT, 4YTO IIOJIB30BaAHUC MHOI'MMH
BO3MOXHOCTAIMH I_[I/I(prBOI“O MHpa Tpe6yeT CO6J'IIOII€HI/I5I IIpaB Ha
HHTCIJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTENIEKTyadbHasi COOCTBEHHOCTBY» OTHOCHUTCS K pPa3IMYHbIM
TBOPEHHUSIM YEJIOBEUECKOr0 YMa, HayMHas C HOBBIX HM300pETEHUH M 3HAKOB,
0003HAYaIOIIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBas KHUTaMH,
dboTorpadusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa — ATO NpaBa Ha MHTEUICKTyaJlbHYI0 COOCTBEHHOCTH Ha
MPOM3BEICHUSI HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, J1acT €My CHpaBeIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3ysbTaTax CBOETO TpyHAa, MOJYyYUTh U3BECTHOCTh W mpu3HaHue. Hukro 6e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH  €r0  IPOU3BEICHMUE,
pacnpocTpaHsaTh, MyOJIUYHO JEMOHCTPHUPOBATH, MPOJABATh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MMOKA3BIBATH/UCIIONHATH B dUpe WU
pasMmewars B IHTEpHETE.

Hcnonp30BaHne «IUPATCKOTO» MPOrPaMMHOTO  OOECIEYEHHUS] MOXKET
IIPUBECTM K MHOTMM pHCKaM: OT NOTEPU [NAHHBIX K TBOUM aKKAayHTaMm Ji0
OJIOKUPOBKH TBOETO YCTPOWCTBA, I'/l€ YCTAHOBJICHHBIM HE JierajibHasl porpamma.
He crout Ttakxe 3a0bIBaTh, 4YTO CYIIECTBYET JIErajibHble W OECIUIaTHbBIE
IIPOTPaMMBbl, KOTOPBIE MOKHO HAWTH B CETH.

O nopmane

CeteBUUOK.p(h — TBOM TJIaBHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIIh y3HATh
0 0€30MaCHOCTH B CETH MOHSATHBIM M JIOCTYITHBIM SI3BIKOM, & TP BO3HUKHOBEHHUH
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KPUTHYECKON CUTyallud OOpaTUTHCS 3a COBETOM. A TaKkKe MPUHATH y4acTue B
KOHKYpCaXx U CTaTh CaMbIM IIU(POBBIM IpaskIaHUHOM !



